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Robust Image Hashing Based on Harris Corners

JIN Qiu-ming, WANG Shuo-zhong, LI Xi,ZHANG Xin-peng
(School of Communications and Information Engineering, Shanghai University, Shanghai 200072 )

Abstract Perceptual image hashing maps an image to a short data string, applicable to image authentication, content-based
image retrieval, digital watermarking, etc. We propose a new image-hashing algorithm using Harris corners and singular value
decomposition. Critical feature points robust against gray-level modification and image rotation are identified. A prescribed
number of large singular values of the image blocks centered at the robust feature points are quantized to compress the data,
which represent positions of the points and information of their neighborhood. The compressed data are then coded to generate
the hash. The obtained hash is stable to visually insignificant changes due to normal image processing and JPEG coding, while
sensitive to excessive changes and malicious tampering. Security of the hash is guaranteed by using secret keys.
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Fig. 1 Framework of image hashing based on Harris corners

Harris £ i R I 2 — A i T (&5 Ry &8 IX 38 H AH
FH PR R T X B B 4 i MR R L SE
A AR R, SO R B 2R E T . HE—
ANEE W HBR R [Ax, Ay ], E sy 7B AH G
ERAE

elx,y) = 3 [1(x,y) = I(x +Ax,y + Ay) ]’

(1)
X I, y) FRBERIKE . Taylor JEIF {ULR B —

B 02, D0) Jy 3508 P A5 B o2 A% 1T Sl AL s ok
I(x + Ax,y + Ay) = I(x,y) +

e e 1] (2)

AR a F oy S35 2 TR K S A BT ) Y i R
Bl o TR AR O e BN

c(x,y) = [Ax Ay]C(x,y)[jx] (3)
y



1456 B 4 DR 2R

B3 %

L BE C(x, y)
C(x,y) =
Y [1(x,)]°

W

D L) (x,y)
> [ (x,0) ]

le(x,y)l,(x,y)

(4)
A C(x, y) MFRIEM N A, M A, & A, AT A,
HRAR /N g S X A, FL A, — R—/NRgihigk; A, Al
A, ERAR RN A A a5 o BRI PR 52 00 AR 0 A (8 1 1
WATTE 5| A% 6 LA 22 ek
FEFEE Harris £ 55 LARG X MR IEAT 0 T Ab BRALF5
VG380 8 35 A0 BT PR B A, RS SR T AR v AR AE A R
fieh o ARG 8 I R T AR v B 0 DA 3k e e {1 45
ZE . BT RS T e B A —fb b B (42
B RRAE 25 R B 32 J 2 15 o K B AR J6e () 5] - SE B
Ab B AT BR/IN AR AR 43 et RS R RAE S
FHRRAF SR LAVR /D T B B 94 B 2 R0 A
Harris £ 5 (4 50 {8 7] 16— 2 70 B P9 s ) k0 45551
TERG PR, B B — a2 £ BE ARG Harris £f 45, 76 5
A AR BB AT B R AE 2 T UK R AR EE Y . %
K Pl AR B I S R AR 5 i — 38 20 JH T AR
] Hash, 4 {f 0 L Fafd Harris /i 554 BRRAE
MAEH,
h(x,y) e H i=1,2,-L (5)

3] BEBEmEHEZE

FEE 1 FR RGNS 2 540, s BT k) 95
], AR A s R BB /N A A5 4 181 5 e L BBURR AR
o) i, PR A R AR 15 B i A 1) Hash {6, 78 H /)
H[xy, o JARFIE LR L

1
o =T;xi

1
Yo :f;yl (6)

TPEAFE SR P OIEE, TR LR
14 DX S35 B S I R A PR DR AR 40 31 e 1Y)
B /N B R A A A HE R o TR A R AE AR
E X —NEF B O B R R g rE . &
wOR K d, BT kBT A O B L k)
RE :

.- L(M + Nk

L

3

=1

i=1,2,,L  (7)

Ao, M RN S EME R SE o T S O B AR AE A
B N T kS R A 1 AR K A S 0 Y
B DR BT K kY N ELRHER . BT R
ERK /MR T %80, UL R 36 LT k=4 m
Hash BA R AUF 0% 4 55 IR % 0 7 A 2
[@] i) Hash {f .

WAE BE T A 5 AH 3 A (SVD) X B A DL RS {g
A5 R Y IE O R B iy RS B AT T 4R
Mgt SVD & B H T R 4E 48 3L B8 46
K & B e P A5 5 A D A 0 S AR R AR . X IR
S WA N ) 1 s S R o N NI 2 N R N
B BB A e A 5N AR R Al A A
DI FAS A . — A d x d JE 5 A 1Y A 748 5
i ANF

A=UAV" (8)

JEEE U ALV B i By R (AAT) Fi(ATA)
MIRHIET . A O d x d 36, LT R XA 2ot
ZRHA"=2AP = =2 A S00" BAEMEA B
SE LR E A WFk, 1T LA A7 5 (H S B B R B &
BRFAE , ZETHEE Hash B AUBCHT NV AN 8K 1Y A 518
(N < RYARAFMmsES =[A7, 07, |
AMY Gi=1,2, -, L),

HF 2 S8 AL B B B AR Ak g ok, R R
FH N3 77 85 & 7R 46 w6 57 -+ i i 55, b 4k
AR ML K A O A .

= 100 1g(A" + 1) ] + A" /10 DT
i=1,2,Lyn=1,2,-,N (9)

EARmL - IRRUAE AL WA =245 %
BYCH R KON 107 =100, BAL{E N 2, B 4h
Bk 225 Xdm A =38, Bk R Ak KON
10" =10, B AL 4, BALE RN 14,

XA S A RAE AT RS . KT L AR
FROE SRR 55 27 A6 o — 4, AT AR 8 VA KO
R L)

l/l(") :[lﬁl(”)»lﬁzw,"',lﬁz(,”)] (10>
n=1,2, - , N

PLN=3,L=6 K6, miBEo a1 fiix, £
S A ICE " F P M K BT S 45 R
R, MR 3 A 8 % 2 i B A KR
Pl o W3 A 2 R S B BT B R 1Y K 4R Hash,
WK B 5540 o BCD A% 8K J5 FH I A% 4w 5 1F 47 JC
JE 45 o



5 8

S RKUTAE T G A R R 1457

x1 BEAHFRERBFE Hash
Tab.1 Encoding the compressed SVD into Hash
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Fig.2 Features and windows applied in information extraction under various operations
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